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Eric Schultz
Jeff Edney, director of engineering, Jim Cocke, senior vice president, defense and aerospace sys-
tems, Donald Marinello, senior program manager, defense and aerospace systems, and Jim Satter-
field, vice president, product development and engineering, stand in a lab at Sanmina-SCI.

Combat clarity

TOCNET delivers seamless communication

By Kimbery Ballard

ying in the shadows of the frone line on any bardefield where

LLS. troops are in harm's way is a vnit of men and women

responsible for communicating accurately and efficienty
with soldiers ar the forefront of combar. From the sweltering des-
erts of Iraq or .-'l;ﬁ;huni\mu tor the r'ri;;,i._l winters of Bosmia, fearless
teams of communications hEK\;i:IlIHH are c:-;'k;'r:'lrinlu, ulttlillg-{:u.h_:u
communications cquipment known as the Tacncal Operanons
Center Nerwork (TOOCNET) thar has been conceived, r.|{,\i!.;|:'|<,wd,
builr, tesred, delivered and mainrained in Huntsville.

“The bartleficld is an ever-changing environment,™ says [im
Sarterfeld, vice ]?ru\'ic,l-\'nl; of Product |){,'\'{_'lnp|1|¢r11 and Engimger-
il'l.i-_‘, for the Detense and .-"u::l'unp:'luc .“;}'H[L'H'I.\- ([AS) division of
Sanmina-5CI, an electronics and rechnology contract manufac-
mrer locared in Hunesville, “These young soldiers have grown

up with digital commumications, From cell phones to iPods, they
represent a group of hands-on experts in the field who share with
us what they need and how we can improve existing technolo-
gies,” This unconventonal and ever-changng test-market pro-
vides Sanmina-SCI with the challenge of continvally improving
military intercommunications systems (ICS), while constantly
devels |]':-i1|]_; o=y C=0d micedved ‘L]'rp]ix::ltt't:-r'lh anned ¢ HTIPONEntS that
will keep ULS. roops safer and more effective in baude.
Sanmina-SCI has developed and marketed four ICS technolo-
;,'i{;l. that have l...'l'l..!1IHL'|;| the way the U5, 1|'|i|it.1r:.' handles com-
munications in time of war. These rechnologies all have poren-
tial for commercial use as well, TOCNET Classic, TOCNET V
(WIS-NET) for moving vehicles, FireComm ICS, and Integrared
Secure Wireless Inter Communications System (ISWICS), all use
enhanced digital rechnology o seamlessly mux different sources
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of audio {called muxing) like relephone,
radio, satellite communications (SAT-
COM}, cell phones, Internet, and the fam-
ily of Voice over Internet Protocol (VolP)
transmissions such as Incermet faxing and
VOICE IMESSagIng.

SEAMLESS
COMMUNICATION

The Tactical Operanons Center funcrions
as a multitasking entity. The ability to

communicare seamlessly across mulniple
communications platforms and o trans-

verse ground, sea, and air support in the
thearre of war is imperative o milicary
strategy, During the Persian Gulf War,
and again afrer %11, technology compa-
nies were urged by both the milicary and
stateside first responder networks to ramp
up cfforts to improve 1CS capabilities.
“TOCNET was a three-year process from
comcept to market,” Sarterheld says.
Following a six- -month evaluation by
the LLS, Army in which TOCNET was one
of six digiral 1CS systems rested, TOUNET
scored the highest in both ground and air-
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borne Key Performance Paramerers (KI'T)
and in 2003, was selecred as the US Army's
Standard Command Post Communication
System. In 2005-2006, the U5, Marines
used it successfully, and by 2007, the Army
had contracted for over 40,000 box unirs,
Today, TOCNET is standard fare with the
Army and all divisions of the US. military.

According to Don Marinello, direc-
tor of tactical products (DAS division)
for Sanmina-SCI, the company takes a
proactive stance in maintaining the soft-
ware component of their robust hard-

ware, “TOCNETS U;,,l]. Green Boxes
undergo strenuous testing and certifica-
tions to prove their war-readiness, Be-
cause communication technology is an
evolving science, we do nor charge o
maintain and upgrade the softwarc over
the liferime of the box.”

TOCNET consists of a swirch/mul-
tip]{,‘xt;r t]r'l'i[ qll\'i]ll:l‘l'ﬂlﬂ' "u'u"ifh I.'i[l'lﬂ'r R Qar
16 radio inrerfaces) called an Enhanced
Micro-Switching Control Unit (eMCSU).
This eMOSU acts like a brain hub for op-
EFATOE STALON U[‘Itimlh like the standard
or enhanced programmable Crew Access
Unit (eCALY; a TRIM CAU containing
preset programming; and either a Soft
CAL {laprop softwarce); or deskrop cCAU.
“TOCNET is ‘nerwork-centric’ and radio
agnostic,” Marinello explains. “lt sup-
ports scamless integration with many ra-
dio rechnologies, in addition 1o the many
digital and VolIP inputs.” In Irag, the U.S.
Army was able to mux 700 stations on
ong channel. The milivary can network up
to 64 MOSUs with 1,064 simultancous
communication channels.

A Tactical Operations Center using an
eMOSU can employ for instance, a Soft
CAL to mux a Rear Command Cenver
with a Mobile Command Center using
a TRIM CAU, while the Forward Com-
miand Center uses a deskrop CAU to mux
the Airbome Command Center. From one
\;i.'"[rkl.l l.'.fll'l'll!'ldl]l;l F’I'IN"., I..."I'l]T'l'l['ll,Il'll\;i,'l.Tl.( m
specialists  coordinate  muoleifaceted ex-
changes across a complex infrastrucrure,
I,Ihing {"-'L'rj't]'ll‘l'lH irrsrn a l:‘L'I] PI'H'I!'lL' or ra=
dio to an Internet connection,

“The TOCNET V product known as
VIS-NET, prn'ri:,h,'h a modular ux[’imld;ahlc
approach o voice and dara communica-
tioms for vehicular command and control
pcrhmmd,“ SAVE Marinello, “lr uses the
MOSU-V (for vehicle) with vehicular ver-
sions of the TOCNET CAUs, as well as
a waterproof Radio Interface Unir (RIU)
and MOSU-VX-TRIM-Remore (MVTR)
man-portable TOCNET-m-a-transit-casc
thar enables the user to remorely conteal
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tactical radios over a great distance.”
“We call TOCNET ¥V, the son of
TOCNET Classic. We are the new kids
on the block with the next gencration
of communications for mobilefvehicu-
lar applications,” Sarterficld explains.
“With VIS-NET, the cquipment is
mounted in wheeled or tracked vehicles
like ranks, armored fighting vehicles
(AFVs) and ractical trucks, as well as
airplanes and helicoprers.™
Just as TOCNET went through rigor-
ous testing and certifieations, VIS-NET
went through Mine Resistant Ambush
Protection  (MRAP) tesong.  Vehicles
mounted with TOCUNET V' equipment
showed higher survivability, “In these
tests, there was no internal injury o the
VIS-NET 1;|;||.|1']':u:|m,'1lt," Marinella sE1YE,
“The vehicle iself was in bad shape and
the ugly green box was a livde banged up,
but it was in perfect working order. That
is the kind of durability these guys need
in the combar zone,” VIS-NET is certified
o withstand remperagure extremes of -4{)
degrees F o 185 degrees F; 100 percent
relative hl.m'ul.hl:}, sand and dust storms;
wind and rain; immersion in water for
up to two hours; lightning strikes; and a
number of extreme ground vibranon, bal-
listic, pyrotechnic and transit shocks.

FIRECOMM

Designed for milicary aircraft, Sanmina-
SCIs FireComm [1CS product line is an
enhanced digiral  intercommunicanions
system designed to improve interaciions
onboard ;'l[rpi;n':l.'.\; and hi.'lil,‘(]]'&!‘i.‘l‘?«.. Made
up of six componenrs, the ICS comes with
a Communications Control Pand (CCP)
or Control Panegl Plus (CCPP); a Commu-
nications Conrrol Display Panel (CCDP);
two configuratons of a Communications
Inrerface Unir Live {CIU) or a full version
ClU; a Secure Wireless Transceiver (SWT),
and Secure Wircless Base Stanon (SWES),
It also has a Public Address Amplifier
(PAA). FireComm will compete to replace
current outdated wired systems onboard
most military aircraft. “Right now, if a
plane is carrying a crew of paratroopers,
there is limited communication between
the pilot, the copilot, and the crew,™ Sat-
terficld explains, “The crew is often hin-
dered by the cords from headsets that get
entangled in cargo and limit maneuver-
ability, What's worse, an airplane 15 loud
and many aircraft stll use a loudspeaker
system to communicate with the crew in
the back of the plane.™

The FireComim 1CS producrs are near-
ing completion and have already been
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well tested and certified for flighe. This
complex and integrated intercom system
will enhance connectvity by unlizing
Sanmina-5CI's proprictary enhanced se-
cure wireless rechnology.

Finally, Sanmina-5CIs  Inrtegrated
Secure Wircless  Intercommunicarions
System (ISWICS) uses a unigue wave-
form developed by 250 design engincers
working in Huntsville to broaden the
limitations of existing wireless rechnol-
ogy. “As far as 1 know, absolutely no onc
else has this extended wircdless capabil-
ity,” Marinello says. “ISWICS extends
the wircless communications link up o
1,2(\}1} 1"(:1.'! fl'l]lf.l. 'I'Jr‘f'l"n'ilf.ll.'h !ﬂ]rH.'riElr ﬂudi{!
quality.” In addition, it provides mulriple
layers of encrypred security, robust func-
Tin:n:,ﬂit}' thar allows for access to all tac-
tical radios and multipath resistance. The
entire unit s mamper-proof, has text/pic-
ture graphics display, video, 3-D andio,
wircless headsets, voice recognition, text
messaging, Soft MOCSU, a USBE mrterface
and keyboard interface for eCALL

ISWICS Secure Wircless Transceiver
ang Base Station play a large role in the
FircComm ICS product line due 1o its
enhanced wireless capabilities. Both use
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AES-256 encryption and a low-power
rransmirter, with a minimum of 300
feer of wireless communicarion within a
range by using omni-directional anten-
nas. Capable of funcrioning at tempera-
tures ranging from -40 degrees F to 140
degrees F, the technology is due to hat
the marker in 2010,

Mearing completion is a fifth Sanmina-
SCI product called the Human Porrable
Radiological Derection System. Used less
in the combar zone, but actively emploved
for port security and cargo control, it
urilizes higher than previously markered
levels of radicacove sensitiviry o detect
atomic or radicactive marter brought into
or exported owr of American-controlled
ports. Detection is accomplished by wav-
1Ng It in a wand-=like manner over any con-
tainer. It has atracred the interest of the
Depe. of Homeland Security as it studies
the next generation in port securiry.

*We are in continuous development
and improvement mode,” Marinello says,
“While TOCNET and TOCMNET V are
well-established with our military forces
as effective tools in the war arena, our 15
WICS and FireComm ICS is the future of
Sanmina-SCIs TOCNET family.” W
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